An Implementation of
RSA 2048 on GPUs
Using CUDA

Feb. 8, 2011

RAIM’11 Perpighan



Motivation

4 )
* NIST Recommendations for Key Management (SP 800-57)

* NIST DRAFT recommendation for the Transitioning of
L Cryptographic Algorithms and Key Sizes (SP 800-131)
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RSA 1024
Deprecated from January 1, 2011
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RSA 2048
8x Computational Effort




Object

~

* Use GPUs as cryptographic accelerators to offload

work from the CPU.

< Aim for server applications
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* Low Latency

* High throughput
\
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* Inline PTX with CUDA
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Parallel algorithm

(near assembly)
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Fermi architecture

( Specifications: \

-

3 billon transistors
16 Streaming Multiprocessors (SM)

6 X 64-bit memory partitions
Up to total 6GB GDDR5 with ECC

GigaThread global scheduler

Shared L2 Cache (768KB) /

DRAM
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Source: NVIDIA's next Generation CUDA™ Compute Architecture: Fermi
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Fermi architecture

(Streaming Multiprocessor \

sqedtier] Benieatier * 32 CUDA Cores (16 x 32 = 512)
-- * Dual warp scheduler

. * 16 LD/ST Units

Gore Gore Core Core * 4 Special Function Units (SFU)
- Core Core Core Core * 64KB of configurable

e Shared Memory and L1 Cache
= Core Core Core Core | (48KB / 16KB)

Core Core Core Core "

/" cupa Core I

S * Pipelined ALU and FPU

* ALU supports 32-bit int
* FPU single precision
(512 FMA ops / clock)
\\ * 1K 32-bit registers per core /

Source: NVIDIA's next Generation CUDA™ Compute Architecture: Fermi




CUDA architecture

Compute Unified Device Architecture

| 1 §

FP Unit | INT Unit

Instruction Cache

~ Register File

Core Core Core Core

Core Core Core Core

Core Core Core Core

Core Core Core Core

Core Core Core Core

Core Core Core Core

Core Core Core Core

Core Core Core Core

Interconnect Network

64K Configurable
Cache/Shared Mem

" Uniform Cache

SIMT = Single Instruction Multiple Thread

(it is SIMD inside a Warp)
Thread executed in a
Thread Block executed in a
Grid of Thread Bocks executed on

(SM)

Thread

CUDA Core §

Per-thread local
memory

Thread Block

SM ¢ » Per-block shared
—e e memory
-—

GPU

Grid 0

Block (0, 0) = Block (1,0) Block (2, 0)

Block (0,1)  Block(1,1) Block(2,1)

Grid 1
Global memory

Block (0, 0) Block (1, 0)

Block (0, 1)

Block (1, 1)

Block (0, 2) Block (1, 2)

Source: CUDA Programming Guide Version 2.3.1



RSA 2048 Decryption

" Decryption

z=c’modm m=p-gqg e-d=1mode(m)

N

(Precomputed values dP =e* mod(p-1)

(p, g, dP, dQ, ginv) dQ =e " mod(q-1)
dinv =g modp

L

(Chinese Remainder Theorem
z, =c® modp ‘'m  Mod Exp 1024 moduli
Z, = c? mod g o (32 limbs of 32-bits)

h=qlnv-(z, -z,)modp s=32 B=2%
z=2,+h-q




Montgomery Multiplication

General overview

Ordinary Representation
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Sequential multiplications performed in

Montgomery representation



Montgomery Multiplication

Montgomery radix R =B® >m, gcd(R,m) =1

Ordinary Representation Montgomery Representation
- (Z,2) \ ( (Z D\
U~ @eccccccscscsccccscscssaccos e U=uU-Rmodm

A '
UXV =(U-V)MOdM q-eeeeooees >U*v=U-vV-R*modm
\ 4 V.
V 4 ooooooooooooooooooooooooooo ’ \7 — V I R mOd m




Montgomery Multiplication

Definition: \

m : large odd integer
u,vezZ/mz,gcd(m,B)=1

mod m

\ R >m (usually R =B>)




Representation of Integers

Parallel version

s=32 X=Yi_)xB

n

B:232

e Low Latency
« Easy: Windows Exp

o Cryptography

 Difficult: Karatsuba / Squaring

~

/z

Serial version
IS
B
x|
% [ x

»m

~

High Latency

Easy: Karatsuba / Squaring
Difficult: Windows EXxp
Cryptanalysis
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Representation of Integers

* To avoid barriers (mem fence) try to fit entire
operand within a block of 32 threads (warp)

Data coherence Is maintained within a warp.

* Each thread operates in one limb in radix B=232

* Possible representations:
« Signed-digit representation
* Residue Number System
« Carry-save (extra vector to store carries)
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Algorithm \

A

{

¥

=Uu;
T :=0;
for(i=0;i<s-1;i++)

O

B:=V;M:=m;

T:=T+bA;
=t, - (-M,)" modB;
T:=(T+q, M)divB;

if T>MthenZ =T -M;

Ese Z=T;




ultiplication

Montgomer

u*vs=u-

\Y
/ Algorithm \ A
B

<US
<

A=U:B:=Vv:M:=m; . Shared

= O; Broadcast

for(1=05i<s-1ii++) .-+ H(@bo) | H(@by) || H(ab,) |

L o _L(aby) | L(aby) || L(ady) |

T:=T+DbA;

Oy = t, - (-M,)"* modB;

T=(T+q, M)divB;

¥

T >MthenZ = T - M: Co -+ [ | I .| I <] e
&?ﬂ?n ja B ] |




Montgomery Multiplication

U*v=u-v-R?! modm

clm L me [ m | s

/ Algorithm \

=uB=v:M=m;
T :=0;
for(i=0;i<s-1;i++)

J>

.

T=T+DbA;
Oy = t, - (-M,)"* modB;
T=(T+q, M)divB;

¥
if T>MthenZ =T -M;

k&Ise Z=T:
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/ Algorithm \

A=U;B=Vv:M=m;
T :=0;
for(i=0;i<s-1;i++)
{

T:=T+bA;

gy = t, - (-mM,)* modB;
T=(T+q, M)divB;

¥
if T>MthenZ =T -M;

‘Qse Z=T,




Montgomery Multiplication
u*v=u-v-R" modm
/ PP—— \ -~ (e [ WG reo
A=UB=V:M=m;
T =0;
for(1=0;1<s-1;i++)
{
T =T+DbA;

v =1, - (—mo)_l mod B;
T :=(T +q, - M) div B;

by
if T>MthenZ =T -M;

k&Ise Z=T,




Montgomery Multiplication

P

Uu*v=u-v-R*! modm

/ Algorithm \

A=U;B=Vv:M=m;
T :=0;
for(i=0;i<s-1;i++)
{

T=T+DbA;

Oy = t, - (-M,)"* modB;
T=(T+q, M)divB;

¥
if T>MthenZ =T -M;

k&Ise Z=T:

Broadcast Oy



Montgomery Multiplication

Uu*v=u-v-R*! modm

-+ [ [ R reo

/ Algorithm \

A=U;B=Vv:M=m;
T :=0;
for(i=0;i<s-1;i++)
{

T=T+DbA;

gy = t, - (-mM,)* modB;
T=(T+q, M)divB;

¥
if T>MthenZ =T -M;

‘Qse Z=T;




Montgomery Multiplication
Uu*v=u-v-R* modm
/ Algorithm \
A=UB=V:M=m;
T =0;
for(1=0;1<s-1;i++)
{
T =T+DbA;

v =1, - (—mo)_l mod B;
T :=(T +q, - M) div B;

by
if T>MthenZ =T -M;

k&Ise Z=T,




Montgomery Multiplication
u*v=u-v-R" modm
/ PP—— \ -~ (e T WG  reo
A=UB=V:M=m;
T =0;
for(1=0;1<s-1;i++)
{
T =T+DbA;

Oy = T, - (—mo)_l mod B;
T :=(T +q, - M) div B;

by
if T>MthenZ =T -M;

‘Qse Z=T;

Perform shift



ultiplication

Montgomer

u*vs=u-

/ Algorithm \

< [<
<

.R™* modm

A=U;B=Vv:M=m;
T :=0;
for(i=0;i<s-1;i++)
{

T:=T+bA;

gy = t, - (-mM,)* modB;
T=(T+q, M)divB;

¥
if T>MthenZ =T -M;

‘Qse Z=T; T

C3l L)

Perform shift



Montgomery Multiplication
u*v=u-v-R" modm
/ PP—— \ -~ (e T WG  reo
A=UB=V:M=m;
T =0;
for(1=0;1<s-1;i++)
{
T =T+DbA;

Oy = T, - (—mo)_l mod B;
T :=(T +q, - M) div B;

by
if T>MthenZ =T -M;

‘Qse Z=T;




Montgomery Multiplication
u*v=u-v-R" modm
/ PP—— \ -~ [ [ WG reo
A=UB=V:M=m;
T =0;
for(1=0;1<s-1;i++)
{
T =T+DbA;

v =1, - (—mo)_l mod B;
T :=(T +q, - M) div B;

by
if T>MthenZ =T -M;

k&Ise Z=T,




Montgomery Multiplication

U*v=u-v-R?! modm

/ Algorithm \

=uB=v:M=m;
T :=0;
for(i=0;i<s-1;i++)

J>

.

T=T+DbA;
Oy = t, - (-M,)™* modB;
T=(T+q, M)divB;

¥
if T>MthenZ =T -M;

k&Ise Z=T:
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/ Algorithm \

A=U;B=Vv:M=m;
T :=0;
for(i=0;i<s-1;i++)
{

T:=T+bA;

gy = t, - (-mM,)* modB;
T=(T+q, M)divB;

¥
if T>MthenZ =T -M;

‘Qse Z=T,




Montgomery Multiplication

u*v=u-v-R* modm
clm [ om [ om |

/ Algorithm \

A=U;B=v;M=m;

T :=0;

for(i=0;i<s-1;i++)

{

T =T+DbA;

gy = t, - (-mM,)* modB;
T=(T+q, M)divB;

¥
if T>MthenZ =T -M;

‘Qse Z=T;
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/ Algorithm \

A=U;B=Vv:M=m;
T :=0;
for(i=0;i<s-1;i++)
{

T:=T+bA;

gy = t, - (-mM,)* modB;
T=(T+q, M)divB;

¥
if T>MthenZ =T -M;

‘Qse Z=T,




Avoiding carry propagation

* Requires 31 iteration of additions with carry

|

A



Avoiding carry propagation

* Requires 31 iteration of additions with carry

|

« Very High Probability carries absorbed after one iteration.
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Avoiding carry propagation

* Requires 31 iteration of additions with carry

|

* Very High Probabillity carries absorbed after one iteration.
* One time carry propagation + logarithmic time verification.

31



Avoiding carry propagation

* Requires 31 iteration of additions with carry

|

Cs Cs C, Cs C, C Co

VE N

+

NE

Check here

* Very High Probabillity carries absorbed after one iteration.
* One time carry propagation + logarithmic time verification.
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Speeding up further

* Prepare two exponentiation algorithms:

1) Fast Exp: Accumulate remaining carries, check afterwards
2) Safe Exp: Checks carries after every mod mul

M my J e Jm [ me |
A I ... I N
Bl by |l b [ b | b |

T 1 I
*, il +, +,

* Use log time check after exponentiation
« |f carry detected in the end, call safe exponentiation

St



Further optimization

* Use windows exponentiation with size w=5 bits
* Use inline assembly for Addition with Carry in CUDA

Code: \
( __device__ uint addc(uint a, uint b) {

uint c;
asm("addc.u32 %0, %1, %2;" : "=r" (c) : "r" (a), "r" (b));
return c;

}

__device _ uint addc cc(uint a, uint b) {
uint c;
asm("addc.cc.u32 %0, %1, %2;": "=r" (c) : "r* (a) , "r" (b));
return c;

}

__device _ uint add cc(uint a, uint b) {
uint c;
asm("add.cc.u32 %0, %1, %2;" : "=r" (c) : "r" (a), "r" (b));
return c;

}

34



Reducing carry propagation

Need two set of data to process data moduli p and g
(warps can be processed in parallel or sequentially)
Try to process together inside one warp.

Cay| e C, C, Co
<j mod p
s, oo t, T, t,

Interleave operands mod p and mod g inside the warp.
Use radix 2°4. Saves carry propagation.

G - Co Co
|| o
t, ||t

modgq modp modg modp



Reducing carry propagation

Need two set of data to process data moduli p and g
(warps can be processed in parallel or sequentially)
Try to process together inside one warp.

C31 e o0

L,

-
I

C,

t,

- [ <
.t

Interleave operands mod p and mod g inside the warp.

Use radix 2°4. Saves carry propagation.

modq modp

C15 o 0o 0 Cl
t31 o 0o o
t30 o 0o 0 | [

mod ¢

C1

/
1

mod p

4
to

modq modp
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Performance Evaluation

GPU
#SM

Total #CUDA Cores
Device Clock Freq.

CUDA Kit
CPU

oS

GPU
#SM

Total #CUDA Cores
Device Clock Freq.
CUDA Kit

CPU

OS

NVIDIA GTX 480

16
512
1’401 MHz

CUDA Tookit 3.2
Intel i7 960 Quad-Core @3.2GHz

Debian Linux - 2.6.26-25

NVIDIA GTX 465

11

352

1'215 MHz

CUDA Tookit 3.2

AMD Phenom 9500 Quad-Core @2.2GHz
Ubuntu Linux 10.04 - 2.6.32-25




Performance Eval

#decryptions/sec

9000

8000 -

7000

6000

5000 -

4000

3000

2000 -

1000 +

Throu SA2048

= (GTX480 *

e (GTX465 *
e OpenSSL **
A e Crypto++ 4y

4 ——0penSSL+GMP #
FPGA

] GMP X6 #*%*

500 2000 H#MSQS

* Includes I/O operands, CRT on CPU
** AMD Opteron™ 1381 Quad-Core @ 2.6GHz, GMP 5.0:

*** AMD Phenom X6@3.2Ghz, GMP 5.0.1 e



Performance Eval N

#decryptions/sec

9000

8000

7000

6000

5000

4000

3000

2000

1000

N Pghr AARCARTAR R
V
N
\l N ’\ ™\ j\\/ \\j ——GTX480
[\\ N ——GTX465
N
N
l
0 20 80 100 120 140 160 180 200

Latency [ms]

* Includes 1/O operands, CRT on CPU
** AMD Opteron™ 1381 Quad-Core @ 2.6GHz

S



Performance Evaluation

Throughput [ops/sec]

Platform Delay [ms] (decryptions)

OpenSSL Regular®
Crypto++@
OpenSSL + GMP®
GMP X6@3.2GHz

FPGA XC4VFX12-10¥
3937 slices, 17 DSP 48s

8800GTS (CIOS) ®
112 cores @1.5GHz

2x1.71=3.42

55'184

8800GTS (RNS) @
112 cores @1.5GHz

849

28.1
GTX 465 59.8
380
20.6
GTX 480 48
237.8
(1) Evaluated on AMD Opteron™ 1381 Quad-Core @ 2.6GHz on Linux x86_64
(2 Evaluated on AMD Opteron™ 8354 @ 2.2GHz on Linux . (Scaled to 2.6GHz)

)  R. Szerwinski and T. Guneysu, “Exploiting the Power of GPUs for Asymmetric Cryptography”, CHES 2008
@) D. Suzuki, “How to Maximize the Potential of FPGA Resources for Modular Exponentiation”, CHES 2007




Summary

* We have developed an algorithm for modular
multiplication suitable for GPU that takes advantage of
data coherence inside the warp.

* Current Implementation is cost effective and competitive
compared to CPU implementations. Suitable for server
applications with low latency.

* The use of GPUs as cryptographic accelerators seems to
be viable.



