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Bipartite Modular Multiplication Method

Marcelo E. Kaihara, Member, IEEE, and Naofumi Takagi, Senior Member, IEEE

Abstract—This paper proposes a new modular multiplication method that uses Montgomery residues defined by a modulus M and a
Montgomery radix R whose value is less than the modulus M. This condition enables the operand multiplier to be split into two parts
that can be processed separately in parallel—increasing the calculation speed. The upper part of the split multiplier can be processed
by calculating a product modulo M of the multiplicand and this part of the split multiplier. The lower part of the split multiplier can be
processed by calculating a product modulo M of the multiplicand, this part of the split multiplier, and the inverse of a constant R. Two
different implementations based on this method are proposed: One uses a classical modular multiplier and a Montgomery multiplier
and the other generates partial products for each part of the split multiplier separately, which are added and accumulated in a single
pipelined unit. A radix-4 version of a multiplier based on a radix-4 classical modular multiplier and a radix-4 Montgomery multiplier has
been designed and simulated. The proposed method is also suitable for software implementation in a multiprocessor environment.

Index Terms—Computer arithmetic, hardware algorithm, modular multiplication, Montgomery multiplication.

1 INTRODUCTION

MODULAR multiplication is one of the basic arithmetic
operations extensively used in many public-key
cryptographic applications. Many cryptographic protocols,
such as the RSA scheme [13], ElGamal [5], Diffie-Hellman
key exchange [4], and DSA [1], require the use of large
moduli, which makes repeated modular multiplications a
computationally intensive task. For high-performance sys-
tems, implementation in dedicated hardware is necessary
and parallelism must be exploited as much as possible to
achieve a high throughput. Various techniques for speeding
up modular multiplication have been reported in the
literature. Among them, two major approaches are notable.
One is based on the classical modular multiplication
algorithm, where the multiplier is processed from the most
significant position [2], [3], [10], [14], [15]. The other is based
on the Montgomery algorithm, in which the multiplier is
processed from the least significant position [9], [10], [11],
[12], [16], [18]. Techniques for speeding up these two
approaches have been developed separately.

The current study proposes a new method called
Bipartite Modular Multiplication (BMM), which takes
advantage of these two approaches—and the techniques
to speed up these two approaches—to further boost speed.
This paper is an extension of a previous study [8]. The key
to linking these two approaches is setting the Montgomery
radix R to values less than the modulus M. This condition
enables the multiplier to be split into two parts that can then
be processed separately in parallel. The classical modular
multiplication algorithm and the Montgomery algorithm
can be employed to process the upper and lower parts of
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the split multiplier, respectively. Due to parallel processing,
the proposed method is suitable for hardware and software
implementation in a multiprocessor environment. A pre-
vious study for performing a double-size modular multi-
plication using two single-size modular multipliers,
processing in parallel, has been reported in [6]. This report
tackles the problem of extending the life expectancy of
existing modular multipliers. The problem considered in
the current work is different and is instead the reduction of
time complexity of modular multiplication.

There are two additional advantages of this new method:
1) The conversion speed between the original integer set
and the Montgomery representation with R < M is poten-
tially doubled compared to the original Montgomery
method and 2) precomputation of constants is no longer
necessary since transformation from the original integer set
to the Montgomery representation with R < M can be
performed using the classical modular multiplication
algorithm and the inverse transform, using the Montgom-
ery multiplication algorithm.

This paper proposes two hardware implementations
based on this method. One processes the upper and lower
parts of the split multiplier by using the classical modular
multiplier and the Montgomery multiplier, respectively. The
other generates the partial products for each part of the split
multiplier separately, which are added and accumulated
using pipelining. A radix-4 version of a multiplier based on a
radix-4 classical modular multiplier and a radix-4 Montgom-
ery multiplier hasbeen designed and synthesized. The results
show that a considerable speedup is achievable with this
method compared to the classical modular multiplier and the
Montgomery multiplier when used separately.

2 PRELIMINARIES

2.1 Classical Modular Multiplication Algorithm

Given a modulus M and two elements X and Y in the
residue class ring of integers modulo A, the ordinary
modular multiplication is defined as

XxY 2 XY modM.
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Let the modulus M be an n-digit number, where the
radix of each digit is » = 2'. The ith digit (0 <i <n —1) of
Y is denoted by y;. Namely, Y = S y; - . The classical
modular multiplication algorithm computes X xY = X -
Y mod M by interleaving the multiplication and modular
reduction phases. The radix-r algorithm for ordinary
modular multiplication is shown below [2], [3], [14].

Algorithm 1
(Classical Modular Multiplication Algorithm)
Input: M:r" <M<, r=2
XY 0<X, Y<M

Output: Z =X -Y mod M
Algorithm:

Z =0;

for i :=n — 1 downto 0 do

Z=r-Z+vy-X;

qc = Z/M];
Z =7 —qc-M;
endfor

The quotient gc may be estimated using the few most
significant digits of Z and M.

2.2 Montgomery Multiplication Algorithm
Montgomery introduced an algorithm for modular multi-
plication where the multiplier is processed from the least
significant position first [11].

Given an n-digit odd modulus M and a residue U
modulo M, the image or the Montgomery residue of U is
defined as X =U - Rmod M, where R, the Montgomery
radix, is a constant relatively prime to M. In order to reduce
computational effort, this constant is usually set to the value
of 7. If X and Y are, respectively, the images of U and V,
the Montgomery multiplication of these two images, X * Y,
is defined as

X+Y2X.Y-R ' modM.

The result is the image of U-V mod M. The radix-r
interleaved Montgomery algorithm is described below.

Algorithm 2
(Montgomery Multiplication Algorithm)
Input: M "' < M <", ged(M,2) =1 and r = 2!
X,Y:0<X, Y <M
Output: Z=X-Y -r~"mod M
Algorithm:
Z:=0;
fori:=0ton—1do
Z =74y -X;
qu = (—Z-M Y modr;
Z=(Z+qu-M)/r;
endfor
if Z> M then Z := 7 — M;

If the 4th digit of M is denoted as m,; then
M=Y"m;-r. In a similar way, if the number
that represents the partial products is denoted as
Z = Z:;OI zi -7, the quotient ¢y can be calculated as
—2p - mal mod r.
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The condition of R > M is required in the Montgomery
method to assure that Z is bounded by 2/ upon exit of the
loop, thus requiring no more than one conditional subtrac-
tion to normalize the result.

The transformations between the ordinary representa-
tion and the Montgomery representation can be performed
using the same algorithm, provided that the constant
R?mod M is precomputed. An integer U can be trans-
formed to the Montgomery representation by applying the
Montgomery algorithm to this integer and the constant
R? mod M. The transformation of an image X back into the
original integer set can be achieved by applying the
Montgomery multiplication algorithm to this image and
the number 1.

3 BIPARTITE MODULAR MULTIPLICATION METHOD

In this section, a new method called Bipartite Modular
Multiplication (BMM) is proposed. The calculation is
performed using Montgomery residues defined by a
modulus M and a Montgomery radix R whose value is
less than M. Then, assuming that M is an n-digit odd
integer, where the radix of the representation is r = 2! the
image of an integer U is defined as X = U - Rmod M, where
R is a constant of value R = r*, relatively prime to M, and k
is an integer such that 0 < k < n. A similar idea for finite
binary fields defined by a fixed irreducible trinomial was
proposed by Wu [19]. In constrast, the condition of R < M
that is currently introduced does not restrict the modulus to
being a single value and arithmetic operations are
performed in integer rings where carry propagation occurs.

Now, consider the multiplier Y to be split into two parts
Yy and Yy so that Y =Yy - ¥ + Yy, |Yi| < 7%, and |V | <
r* (that is, Yy and Y, are numbers that can be represented
with n —k and k digits in radix-r, respectively). Then,
multiplication modulo M of the images X and Y in the
Montgomery representation with R = r* can be computed
as follows:

X+Y =(XY)-R'mod M
=X -(Yg-R+Yr) R 'mod M
=(X-Ygmod M + X - Yz - R mod M) mod M.

The left term inside the last parentheses, X - Yy mod M,
can be calculated using the classical modular multiplication
algorithm that processes the upper part of the split
multiplier Yy. The second term, X .Y - R 'mod M, can
be calculated using the Montgomery algorithm that
processes the lower part of the split multiplier Y;. These
two calculations are performed in parallel. Since the split
operands Yy and Y; are shorter in length than Y, the
calculations X -Yymod M and X-Y;-R !'mod M are
performed faster than the individual execution of the classical
modular multiplication algorithm and the Montgomery
algorithm with unsplit operands. The possibility of selecting
the parameter k£ between one and n — 1 encompasses the
application of this method to all combinations of algorithms
of different performance derived from the classical modular
multiplication algorithm and the Montgomery algorithm.
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Fig. 1. Block diagram of a bipartite modular multiplier.

The transformation of an integer U from the original
integer set to the Montgomery representation with R < M
can be performed by calculating X = U - R mod M using the
classical modular multiplication algorithm. Alternatively, the
same transformation can be performed by calculating X =
U * R? using the BMM method, provided that r?* mod M is
precomputed. The inverse transformation of an image X
from the Montgomery representation back to the original
integer set can be performed by calculating U = X - 1 - ¥ mod
M using the Montgomery algorithm or by calculating X * 1
using the BMM method. When £ is set to a value k = [],

X
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either of these transformations can be completed, theoreti-
cally, in half the time required by the Montgomery method.

4 HARDWARE IMPLEMENTATION

4.1 Hardware Implementation Using Separate
Multipliers

A simple implementation of a modular multiplier based on
the BMM method presented in the previous section consists
of six registers, a classical modular multiplier, a Montgom-
ery multiplier, a modular adder, and a multiplexer. The
registers are RegX, which stores the multiplicand, RegY_H
and RegY_L, which are shift registers and store the upper
and the lower parts of the multiplier, respectively, RegM,
which stores the modulus M, and RegS and RegT, which
store the partial results. A block diagram of this circuit is
shown in Fig. 1.

Various implementations of a classical modular multi-
plier and a Montgomery multiplier are possible, depending
on the techniques used for boosting the speed of the
calculation. Most of these techniques use redundant
representations and increase the radix and the different
combinations of the multipliers allow for a wide range of
trade-offs between speed and hardware requirements.

When a radix-r classical modular multiplier is used in
conjunction with a radix-r Montgomery multiplier with
similar critical path delays and n is even, the parameter k
can be set to the value n/2. Then, registers of equal length
can be used for RegY_H and RegY_L, thus halving the
processing time compared to an individual execution of the
classical modular multiplier or the Montgomery multiplier
with unsplit operands. Additional time is required to add
the results obtained by each of the multipliers modulo M.
Fig. 2 shows the BMM procedure with the parameter k = .

In Fig. 2, qc and ¢ are integer quotients required in the
modular reduction phase of the classical modular multi-
plication algorithm and the Montgomery multiplication
algorithm, respectively. Similarly, ¢ is the integer quotient
of a single modular reduction. The value of the parameter k
can be displaced around n/2, which enables the use of
multipliers of different performance.
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Fig. 2. Process of a multiplication using the BMM method with &k = [5].
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The amount of hardware of the proposed multiplier is
proportional to n. Compared to an individual classical
modular multiplier or a Montgomery multiplier, the new
modular multiplier requires an extra digit modular multi-
plier, an extra register, a modular adder, and a multiplexer.

The space and time trade-offs for high-radix classical
modular multiplication and high-radix Montgomery multi-
plication, both based on repetitive additions, are detailed in
[17]. If the radix of these algorithms is r = 2' and n is the
number of radix-r digits required to represent the operands,
then (for both algorithms) increasing ¢ to values not less
than O(log(n)) results in a penalty in the time for producing
the quotient bits go or ¢as for the next modular reduction in
time—making the approach of increasing the radix unat-
tractive. However, by using the method presented here, a
speedup can be achieved for such values of radices since the
multiplication and modular reduction for the split multi-
plier can be performed by two separate multipliers
operating in parallel. Thus, the number of iterations might
be reduced without increasing the time requirements for
each cycle. Furthermore, the designs of the multipliers for
the BMM method can remain relatively simple compared to
hardware designs of multipliers of higher radices for a
similar performance.

Due to the sequential order in which modular multi-
plications and modular squarings are performed in mod-
ular exponentiation algorithms, the bipartite modular
multiplier has a hardware usage efficiency much higher
than that of an implementation using two separate modular
multipliers where each performs a single modular multi-
plication or a single modular squaring. Therefore, in
cryptographic applications such as RSA, the approach of
using two modular multipliers for performing a single
modular multiplication is more attractive than implement-
ing two separate modular multipliers that perform two
different modular multiplications.

4.2 Combined Bipartite Modular Multiplier with
Pipelining
In this section, a hardware algorithm for a different
implementation of the BMM method is presented. The
feature of this hardware algorithm is that partial products
generated by each part of the split multiplier are added and
accumulated in a single pipelined unit. This is accom-
plished by initially storing copies of the multiplicand into
two variables. The shift and modular reduction operations
are then applied to these variables rather than to the
accumulating partial products. This simplifies the applica-
tion of pipeline techniques [10] for reducing the critical path
delay. For simplicity, the algorithm is described for the
value of the parameter k£ =%, where n is an even number.
The same algorithm can be used when n is odd by
concatenating a zero digit to the most significant position
of the multiplier.

The radix-r hardware algorithm of a combined bipartite
modular multiplier with pipelining is described below. In
the algorithm, F' and G are two n-digit variables that are
used to initially store the multiplicand X. During the
generation of the partial products, F' is shifted to the most
significant position by one digit position and reduced
modulo M, whereas G is shifted to the least significant
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position by one digit position and reduced modulo M. Two
(5 + 1)-digit numbers, Yy and Y7, are used to represent the
two parts of the split multiplier so that Y = Yy - r* + V7.
The ith digit (i =0,1,---,%) of Yy is denoted by yp,.
Namely, Yy = S>"2 gy, - . Similarly, Y, = S"2 ;. Tt
is assumed in the description of the algorithm that
Yus = yrz = 0. The digits of Yy are scanned from the least
significant position, whereas the digits of Y, are scanned
from the most significant position, that is, they are scanned
in reverse order compared to the implementation described
in the previous section.

An n-digit variable C is used to store the result of the
addition between the generated partial products. The value
of the variable C can be used and updated during the same
iteration when implemented in hardware. An n-digit
variable D is used to store the value of the intermediate
accumulated product.

Algorithm 3

(Combined BMM with Pipelining)

Input: M : < M <, ged(M,r)=1,r=2!
X,Y: 08X, Y<M

Output: Z =X Y -r 2 mod M

Algorithm:
Step 1: Fy =X, Gy:=X;
Step 2:
Step 2-1: D, :=0;

L1 : F1 = E) 'TI’HOdM,‘
Gy := Gy/r mod M;
Co = yno - Fo + yrs - Go mod M;
Step 2-2: for j:=1to 3 do
Ly: Fjy:=F;-rmodM;
Gj41 := Gj/r mod M;
Cj:= (ym; - Fj+yrs_; - Gj) mod M;
Ls: D]' = (Cj,1 + Dj,lj mod M;
endfor
Step 2-3: Ly : D%+1 = (Cg + D%) mod M;
Step 3: Z := Dyyy;

Step 1 involves the initialization of variables. In Step 2, Yy
is processed from the least significant position, while Y7, is
processed from the most significant position. In contrast to
the classical modular multiplication algorithm and the
Montgomery multiplication algorithm, where the shift
operation and the reduction phase are applied to the
intermediate accumulated products, these two operations
are applied to the variables F' and G, which initially store the
multiplicand. Two tasks are performed in parallel: Task T}
executes a left-shift operation of variable F' by one digit
position and a modular reduction of this shifted value; it
also executes a right-shift operation of variable G by one
digit position and a modular reduction on this shifted
value. Additionally, this task generates partial products
from Yy and F' and from Y;, and G. These partial products
are then added modulo M and the result of this addition is
placed into variable C. The described task 7} is executed in
the algorithm in lines labeled L; and L. The other task, that
is, T5, executes the modular addition of the value stored in
C to the value stored in D, which is the intermediate
accumulated product, and places the result into D. The
described task T, is executed in the algorithm in lines
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Fig. 3. Dependency graph of the tasks in Step 2 of Algorithm 3.

labeled L3 and L. Step 2-1 is required until the two tasks
operate fully in parallel. Step 2-2 comprises the core of the
algorithm. One extra step (Step 2-3) is necessary to obtain
the final result from D in Step 3. The dependency graph for

tasks in Step 2 is depicted in Fig. 3.
Given two residues X and Y, Algorithm 3 correctly

computes X - Y - 772 mod M. This fact is proven as follows:
Establish that the following invariants hold during the

loop of Step 2-2:
LI :Cj= (yu, - Fj + Yiy ;- G;) mod M

0<j<=,

:(yHJ'X'T‘j+yL(_2,7,'X'T’7j)HlOdM for <3

IQZDjIZCiIIIOdM for ()Sjgg,

j—1
—

K3

It can be seen that the invariants F; = X - 77 mod M and
Gj=X-r7mod M hold for 0 <j<%. The invariants I
and I, hold trivially for j =0 and j = 1. Assuming that

invariant I; holds for j = [, the updated value of C,, is the
following;:

Ciyr = (ymp,, - Fro + Yy

w iy - Giy1) mod M
= - X" oy, - X Y) mod M.

Similarly, assuming that invariant I, holds for j =, the
updated value of D, is the following:

D1 = (Cys1y—1 + D(g1)-1) mod M
-1 !
=(C/+ > C)mod M =" C;mod M.
=0 =0
Upon exit of Step 3, it is immediately found that the
following identity holds:

161
Y X M
| RegM |
F<<r G>>r
LA ] | L V]
RBA Modl [ 1] RBA Mod2
¥ |- |
RegF | | RegG
- ) o
Yy ‘YL

| RegY H RegY L |
A 23 G
PP _Genl PP _Gen2

Fig. 4. Block diagram of a combined bipartite modular multiplier with
pipelining.
Z=Dsyy=X- Z(yH, 'ty r) mod M
i=0 )
=X -(Yg+YL -7“75) mod M.

Therefore, the fact that Z = X - Y - 72 mod M is proven.

A single iteration of each step can be implemented so
that it can be computed in one clock cycle. Then, the
calculation of a modular multiplication product requires
244 clock cycles. A modular multiplier based on the
proposed hardware algorithm consists of seven registers,
four adders, and related multiplexers. A block diagram of a
radix-r combined bipartite modular multiplier with pipelin-
ing, based on this hardware algorithm, is given in Fig. 4.

Here, we assume that the redundant binary representa-
tion, that is, the radix-2 signed-digit (SD2) representation, is
used to represent intermediate operands (¥, G, C, D, etc.) to
eliminate carry propagation from additions. In the figure,
RBA_Mod1 and RBA_Mod2 are redundant binary modular
adders and PP_Genl and PP_Gen2 are partial product
generators. Compared to the classical modular multiplica-
tion algorithm and the Montgomery multiplication, the
proposed hardware algorithm does not require shift
operations either in the addition phase or in the accumula-
tion phase of the partial products. Thus, modular reduc-
tions of these two phases are simple as the number of
candidates for selecting the multiples of the modulus M
remains small. Additionally, pipelining can be applied to
these two phases straightforwardly, reducing the critical
path delay.

5 EVALUATION

5.1 Radix-4 Implementation Example

In order to show that a speedup is possible via the
proposed method, descriptions are provided for a radix-4
classical modular multiplier based on the algorithm
proposed in [15], a radix-4 Montgomery multiplier
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modifying the mixed-radix 4/2 Montgomery multiplier [7]
for operation in radix-4, and a radix-4 bipartite modular
multiplier based on these two multipliers. The radix-4
classical modular multiplication algorithm [15] assumes
that the multiplicand X, multiplier Y, and output product Z
are elements of the residue class ring of modulo M. Since
the radix in this example is r = 4, 41 < M < 4". The input
operands and the output are represented as SD2 numbers.
The internal operations are performed in the same SD2
representation so that all additions and subtractions are
performed without carry propagation [7], [15]. In crypto-
graphic applications, modular multiplications are usually
required successively. In order to enable direct feedback of
the output into the inputs and to avoid the conversion from
the SD2 representation into the binary representation in
each multiplication, the inputs X and Y, as well as the
product Z = X x Y, are represented as 2n-digit integers in
the same SD2 representation. Note that n-digit integers in
radix-4 are considered here as 2n-digit integers in radix-2.
The range of inputs and output is —d;-M < X, Y,
Z < dy - M, where & < d; <2. The algorithm is based on
the following recurrence:

Zj=4-Zjy1+9;- X —4-qc; - M. (1)

Initially, Z,, is set to zero and the desired product is Zj.
The jth digit of the recoded multiplier Y is denoted as ;. The
multiplier Y is recoded into an (n + 1)-digit radix-4 signed-
digit (SD4) number Y = [j, --- 9] (9; € {2,1,0,1,2}), which
has the same value as Y [15]. 2and 1 denote —2 and —1. In the
calculation, each partial product Z; is represented as a (2n +
2)-digit SD2 number that satisfies —dy- M < Z; < dy - M,
where §<dy <%, 2.d,+3-dy <8, and 4-d; >dy. The
values for qc, are selected from {2,1,0,1,2} to perform
modular reduction following the rules described in [15].
Each iteration of the recurrence is performed by two
redundant binary additions. In the first redundant
addition, the intermediate result R; is calculated as
Rj:=4-Zj1 +9y;- X, and the partial product Z; is
calculated as Z;:= R;j—4-qc,- M. The intermediate
result R; is a (2n+4)-digit SD2 number in the range
—(2'd1 —|—4d2) M < R]’ < (2d1 +4d2)M The radix-4
modular multiplier is implemented to perform the two
redundant additions of the recurrence (1) in one clock cycle.
In the current implementation, a retiming technique has
been applied to obtain each of the recoded digits of ¥ at
time one clock cycle prior to the generation of the
corresponding partial products. The application of this
technique introduced an extra cost of one clock cycle and a
register to store the recoded digit y. Then, modular
multiplication is performed in n + 3 clock cycles, excluding
the I/0.

A radix-4 Montgomery multiplier has been designed by
modifying the mixed-radix 4/2 Montgomery multiplication
algorithm [7] for operation in radix-4. The input multi-
plicand X and the multiplier Y, as well as the output
product Z, are now considered as Montgomery residues
defined by the modulus M and a Montgomery radix
R > M. In order to enable the computation in radix-4, the
inputs X and Y, as well as the Montgomery product Z, are
represented as (2n + 2)-digit integers in SD2 representation,
which are in the range —2-M < X, Y, Z<2-M. The
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multiplier Y is recoded into an (n + 1)-digit SD4 number
Y = [f - -90](9; € {2,1,0,1,2}), which has the same value
as Y using the same recoding rule described in [15]. The
Montgomery multiplication is computed using the follow-
ing recurrence:

Ziy = (Zj+ ;- X+ qu, - M)/4. (2)

Initially, Z, is set to zero and 7, is the Montgomery
product. Due to Booth’s encoding, an extra SD4 digit is
processed and, then, the Montgomery constant is R = 4"
In the calculation, each accumulated partial Montgomery
product Z; is represented as a (2n + 2)-digit SD2 number
that satisfies —2 - M < Z; < 2- M. Then, gy, is selected from
{2,1,0,1,2} to perform Montgomery modular reduction
following the rules described in [7]. The radix-4 Montgom-
ery multiplier is implemented to perform the two redun-
dant additions of the recurrence (2) in one clock cycle.
Similarly to the classical modular multiplier, a retiming
technique has been applied to obtain each of the recoded
digits of Y at time one clock cycle prior to the generation of
the corresponding partial products—introducing an extra
cost of one clock cycle and a register to store the recoded
digit §. Then, Montgomery multiplication is performed in
n + 3 clock cycles, excluding the I/0O.

The implementation of the radix-4 bipartite modular
multiplier is considered using the radix-4 classical modular
multiplier and the radix-4 Montgomery multiplier described
above. The inputs X and Y, as well as the product Z = X * Y,
are Montgomery residues defined by a modulus M and a
Montgomery radix R < M. The operands X and Y and the
result Z are represented as 2n-digit SD2 integers in the same
range as the inputs of the classical modular multiplier
described above. The multiplier is split into two equal
(n/2)-digit parts so that Y = Yy - 42 + Y7, and |Yy/|,|Yz| < 45.
Yy and Y}, can be negative numbers. The radix-4 modular
multiplier is modified to calculate Zy = X x Yy by proces-
sing only the n/2 SD4 digits of Y};. The radix-4 Montgomery
multiplier is also modified to process only the n/2 SD4 digits
of Y;, and generate the product Z;, = X - Y - r~% mod M.

Since the multiplicand X is in the range
—dy - M < X < d - M, theaccumulated partial Montgomery
product Z;, in the further modified Montgomery multiplier
is always in the range —13 < Z, < 13; therefore, the same
number of digits is required to represent Zr, as the
modified radix-4 Montgomery multiplier described above.
Also, since Y7 is recoded into an (§ + 1)-digit SD4 number,
the further modified multiplier calculates the result
Z; = XY -4~ mod M. To obtain the correct result, Z =
Zu +4 - Z;, mod M must be performed. This addition can be
performed using the same redundant binary modular adder
of the classical modular multiplier. This is possible because
|Zy+4-Z|<dy+4-13<2-dy+4-dy and modular re-
duction can be performed using the same rule. Then,
similarly to the radix-4 classical modular multiplier, two
extra clock cycles are required to obtain the final result in
the same range as the inputs. BMM is then performed in
%+ 5 clock cycles, excluding the 1/0.
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Fig. 5. Block diagram of a radix-4 bipartite modular multiplier.

5.2 Hardware Design and Evaluation
A bipartite modular multiplier based on a radix-4 classical
modular multiplier and a radix-4 Montgomery multiplier
consists of six registers, RegY_H, RegY_L, RegX, RegS,
RegT, and RegM, two redundant binary modular adders,
RBA_Modl and RBA_Mod2, two partial product genera-
tors, PP_Genl and PP_Gen2, and multiplexers. Fig. 5 shows
the block diagram of a radix-4 bipartite modular multiplier.
RegY_H and RegY_L are shift registers that store n-digit
SD2 numbers. They are initialized to Yy and Y, respec-
tively. RegX is a register that stores a (2n + 3)-digit SD2
number. Initially, it stores the multiplicand X concatenated
with three SD2 digits of value zero on the most significant
position. RegS and RegT are registers that store a (2n +
2)-digit SD2 number and are used to store the partial
products of the modified classical modular multiplier and
the further modified Montgomery multiplier, respectively.
Reg s is a register that stores an SD4 digit and is used to
store the least significant SD4 digit when it is shifted out
from RegS. It is initially set to zero. In Fig. 5, Recl and Rec2
perform the redundant signed-digit Booth’s encoding [15].
Reg_yh and Reg_yl are registers that store 3, and 7, the
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recoded SD4 digit of Yy and Y, respectively. The partial
product generators PP_Genl and PP_Gen2 generate the
products ¢, - X and ¢ - X, respectively. The redundant
binary modular adder RBA_Mod1 is implemented using
the addition rules described in [15]. This adder performs the
modular addition of the value of the content of RegS
multiplied by four, the digit stored in Reg_s, and the
content of RegX multiplied by the value stored in Reg_yh.
The redundant binary modular adder RBA_Mod2 is
implemented using the addition rules in [7]. This module
performs the modular division by four of the sum of the
value of the content of RegT and the value stored in RegX
multiplied by the value stored in Reg_yl.

In order to use the redundant binary modular adder
RBA_Mod1 to perform the modular addition of the partial
products generated by the two multipliers, the value of
RegT is multiplied by two and stored in RegX. Additionally,
Reg_yh is set to the value of two and one SD4 digit position
of RegS is shifted to the right. The least significant digits of
RegS are stored in register Reg_s. Then, two extra clock
cycles are required to obtain the final result in the same
range as the inputs.

The designs have been described in Verilog hardware
description language (HDL) and synthesized with the
Synopsys Design Compiler using 0.35-um CMOS 4-metal
(B4) technology with the library provided by austriamicro-
systems, Unterpremstaetten, Austria.

Table 1 shows the number of cells, critical path delay,
total computational time for performing individual mod-
ular multiplication (critical path delay x the number of
clock cycles), and area of the described circuits for the bit
length of the modulus M (256, 512, and 1,024). As displayed
in the table, the radix-4 bipartite modular multiplier speeds
up the computation by a factor of 1.9 with respect to the
radix-4 classical modular multiplier and a factor of 1.4 with
respect to the radix-4 Montgomery multiplier at a bit length
of 1,024, showing that substantial speedup is possible when
combining the radix-4 classical modular multiplier and the
radix-4 Montgomery multiplier. Further tuning up is still
possible. Various implementations of the interleaved mod-
ular multiplier and the interleaved Montgomery multiplier
are possible, depending on the techniques used for boosting
the speed of the calculation. Different combinations of the
multipliers allow for a wide range of trade-offs between
speed and hardware requirements.

TABLE 1
The Number of Cells, Area, and Delay of Radix-4 Modular Multipliers

Bit-length Type of #cells | critical path | total comp. area [mm2]

of M multiplier delay [ns] time [us]
Montgomery | 72330 9.33 4.80 9.49169400
1024 Classical 63359 12.60 6.49 8.52567300
Bipartite 109851 13.11 3.42 14.24382600
Montgomery 32744 8.85 2.29 4.25348500
512 Classical 29256 12.21 3.16 3.85401175
Bipartite 46835 12.85 1.71 6.60232950
Montgomery 18745 8.66 1.13 2.46325275
256 Classical 13907 11.87 1.55 1.88168400
Bipartite 25386 12.29 0.85 3.28859750
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6 CONCLUDING REMARKS

The current study presents a fast method for modular
multiplication. It uses the Montgomery residues defined by
the modulus M and a Montgomery radix R whose value is
less than the modulus M. This condition enables the
multiplier to be split into two parts that can then be
processed in parallel, increasing the speed of calculation.
The upper part of the split multiplier can be processed by
calculating a product modulo M of the multiplicand and
this part of the split multiplier. The lower part of the split
multiplier can be processed by calculating a product
modulo M of the multiplicand, this part of the split
multiplier, and the inverse of a constant R. Dual processing
makes it suitable for software implementation in a multi-
processor environment, as well as for hardware implemen-
tation, as discussed in Sections 4 and 5. Two hardware
implementations based on this method have been proposed
here. One uses a classical modular multiplier and a
Montgomery multiplier. As speeding up techniques can
be individually applied to these multipliers, the splitting
digit position is left as a parameter. This allows for the
investigation of different design trade-offs. The other
hardware implementation uses a pipeline technique for
reducing critical path delay. This study presents a radix-4
implementation example and compares it to a radix-4
classical modular multiplier and a radix-4 Montgomery
multiplier, showing that considerable speedup is possible
using this method.
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